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Emerging problems:



Steganalysis Started getting important …
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Image Processing
Steganography VS Steganalysis



Steganography In comparison with others
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General Overview
Steganography VS Steganalysis
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Preliminaries of Evolutionary algorithms

Ghareh Mohammadi et al 2019
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Preliminaries of Evolutionary algorithms



Reproduction

Derived from evolutionary computation slides (Prof Rasheed )



Why Evolutionary algorithms?

Dimension

SRMQ1 12,753 SRMQ1.m Spatial [10]

SPAM 686 spam686.m Spatial [6]

CC-PEV 548 ccpev548.m JPEG [5,3]

J+SRM 35,263 see Notes Both [2]

PSRM3 12870 PSRM.m

Spatial [11](PSRM8) -34320 PSRM.zip

PSRM.tar

PSRM 12870

PSRM.m

Spatial [12]PSRM.zip

PSRM.tar

CSR 1183 CSR.m Spatial [13]

DCTR 8000

DCTR.m

JPEG [14]DCTR.zip

DCTR.tar

maxSRM
34,671 

(12,753)
maxSRMq2d2.zip Spatial [15]

SCRMQ1, CRMQ1
12753 + 

5404
SCRMQ1.m

Spatial, 

color
[16]

PHARM 12600

PHARM.m

JPEG [17]PHARM.zip

PHARM.tar

CFA-aware CRM

5514, 

4146, 

10323

SRMQ1CFA.m
Spatial, 

color
[18]

GFR 17000 GFR.m JPEG [19]

sigma-features 1980 sigma-spamPSRM.m spatial [20]

AKA: Curse of Dimensionality (CoD) : too much information!

http://dde.binghamton.edu/download/feature_extractors/download/SRMQ1.m
http://dde.binghamton.edu/download/feature_extractors/download/spam686.m
http://dde.binghamton.edu/download/feature_extractors/download/ccpev548.m
http://dde.binghamton.edu/download/feature_extractors/download/PSRM.m
http://dde.binghamton.edu/download/feature_extractors/download/PSRM_windows_vc_2010_v1.0.zip
http://dde.binghamton.edu/download/feature_extractors/download/PSRM_linux_make_v1.0.tar.gz
http://dde.binghamton.edu/download/feature_extractors/download/PSRM_TIFS_matlab.zip
http://dde.binghamton.edu/download/feature_extractors/download/PSRM_TIFS_windows_vc_2010_v1.0.zip
http://dde.binghamton.edu/download/feature_extractors/download/PSRM_TIFS_linux_make_v1.0.tar.gz
http://dde.binghamton.edu/download/feature_extractors/download/CSR_feature_extractor.zip
http://dde.binghamton.edu/download/feature_extractors/download/DCTR_matlab_v1.0.zip
http://dde.binghamton.edu/download/feature_extractors/download/DCTR_windows_vc_2010_v1.0.zip
http://dde.binghamton.edu/download/feature_extractors/download/DCTR_linux_make_v1.0.tar.gz
http://dde.binghamton.edu/download/feature_extractors/download/maxSRMq2d2_windows_vc_2010_v1.1.zip
http://dde.binghamton.edu/download/feature_extractors/download/SCRMQ1.zip
http://dde.binghamton.edu/download/feature_extractors/download/PHARM_matlab_v1.0.zip
http://dde.binghamton.edu/download/feature_extractors/download/PHARM_windows_vc_2010_v1.0.zip
http://dde.binghamton.edu/download/feature_extractors/download/PHARM_linux_make_v1.0.tar.gz
http://dde.binghamton.edu/download/feature_extractors/download/CFA-aware_CRM.zip
http://dde.binghamton.edu/download/feature_extractors/download/GFR.m
http://dde.binghamton.edu/download/feature_extractors/download/sigma.zip
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General procedure of Evolutionary 
algorithm

Ghareh Mohammadi et al 2019
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Presented by Karaboga in 2005

21

➢ Continues problems

➢ Exploring

➢ Exploiting

Artificial Bee Colony
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Sending onlooker bees to be at the best places
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Exploiting the best point in the environment
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Choosing scout bee one at a time to explore
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Goal is finding the global maximum
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IFAB

Ghareh mohammadi et al 2014, 2019



IFAB

Ghareh mohammadi et al 2014



IFAB-parameters

Ghareh mohammadi et al 2014



IFAB

Ghareh Mohammadi et al 2014



Result-SPAM

Ghareh Mohammadi et al 2014



Result-CCPEV

Ghareh Mohammadi et al 2014



RISAB

Ghareh Mohammadi et al 2017



Risab -Parameters

Ghareh Mohammadi et al 2017



RISAB

• Training

Ghareh Mohammadi et al 2017



RISAB

• Testing

Ghareh Mohammadi et al 2017



RISAB-example

Ghareh Mohammadi et al 2017



Result-SPAM

Ghareh Mohammadi et al 2017



Result-CC-PEV

Ghareh Mohammadi et al 2017



Summary
Possible 
image 

problems

Steganalysis
VS 

Steganagrophy

Evolutionary 
algorithms 

and Feature 
Extraction

Artificial 
Bee colony

ABC 
application



References:
• http://ice.dlut.edu.cn/LiMing/research.html

• https://doi.org/10.1016/j.jvcir.2016.12.003

• https://www.redcom.com/introduction-to-cryptography/

• https://www.slideshare.net/ankushkr007/digital-watermarking-15450118

• Steganography in Digital Media,Principles, Algorithms, and Applications By Dr Jessica Fridrich

• http://www.ws.binghamton.edu/fridrich/

• https://www.sciencedirect.com/science/article/pii/S0952197613001905#f0010

• https://www.sciencedirect.com/science/article/pii/S1047320316302516#f0070

• https://arxiv.org/pdf/1908.08006.pdf

• https://arxiv.org/pdf/1908.08563.pdf

http://ice.dlut.edu.cn/LiMing/research.html
https://doi.org/10.1016/j.jvcir.2016.12.003
https://www.redcom.com/introduction-to-cryptography/
https://www.slideshare.net/ankushkr007/digital-watermarking-15450118
http://www.ws.binghamton.edu/fridrich/
https://www.sciencedirect.com/science/article/pii/S0952197613001905
https://www.sciencedirect.com/science/article/pii/S1047320316302516
https://arxiv.org/pdf/1908.08006.pdf
https://arxiv.org/pdf/1908.08563.pdf

